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Don’t Let Your Confidential Data Fall
into the Wrong Hands.




Secure Your Emails with Encryption

Don’t Let Your Confidential Data Fall into the Wrong Hands Email En-
cryption is a powerful and easy-to-use solution that works with any
email service, including KloudEmail, Microsoft 365 Exchange, Google
Workspace Email, Hosted Exchange, Rackspace Email, and more.
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This gives you a comparison of each product.

Advanced Email Encryption Page 4 -5

The Challenge | Solution | How it Works | Purpose-built to
enhance resilience against cyberattacks.

Optional Addon Share Large Files (up to 100GB) Page 6 -7
from your email

Deliver large files to any recipient, using your trusted
email encryption service. Seamlessly integrated with
your Zix Secure Messaging Portal.

Advanced Email Encryption powered by Zix Page 8 -9

From Webroot and Carbonite an OpenText Security
Solutions company.

Have questions? No Problem So we can devote time to you and your questions and
needs feel free to email us at email-encryption@karthost.com

Or visit our Appointment Calendar select a time best for you
https://karthost.com/appointments/

Or Call 832-220-0040 \RartHost”"
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Advanced Email Encryption powered by Zix

Features and Benefits

Advanced Email
Email Email Message
Encryption Encryption Privacy *
Send and receive encrypted messages . . .
Automated gateway encryption with ability for user-initiated message encryption . .
Content scanning with advanced content filters ‘ .
Simplified policy definitions and data loss prevention across organization or user level . ’
Automatically selects best delivery method according to recipient capabilities (BMOD) . .
Policy-based TLS with secure fail-over . .
Advanced message content insight, quarantine and review .
Custom message header filter and support for integration with third-party DLP solutions .
DKIM signing for sender verification ’
Transport protocol SMTP SMTP HTTPS
File attachment size limitation 50MB™* 50MB™ 100GB
E-signature and QR code verification .
Advanced message control and notification (recall, restrict forwarding, reply freeze and expiration) . la ' Tt .
Advanced tracking records when messages and shared files are sent, read, replied to, forwarded, .
printed or deleted
No license needed for recipients reading or replying to an encrypted email message . . .
Supports regulatory compliance requirements . . .
Works with hosted, on-prem and hybrid email systems ‘ . .
Secure Cloud provisioning and user management with brandable portal . ’ .

Secure Large File Add-on available to users with a North American Secure Messaging Portal

T Accessible through web, apps, and Outlook add-in
T Increases to 100GB with Secure Large File Add-on
T With Secure Large File Add-on, restrict forwarding and replies

OpenText Cybersecurity provides comprehensive security solutions for companies and partners of all sizes. From prevention, detection and response to recovery, investigation and compliance,
our unified end-to-end platform helps customers build cyber resilience via a holistic security portfolio. Powered by actionable insights from our real-time and contextual threat intelligence,
OpenText Cybersecurity customers benefit from high efficacy products, a compliant experience and simplified security to help manage business risk. OP_052423

Copyright © 2023 Open Text Corporation. All rights reserved.
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Webroot * Advanced Email Encryption

powered by Zix "

Purpose-built to help businesses achieve cyber resilience
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Challenge

Email is the most vulnerable aspect of your business. It's quite easy for employees
to send sensitive information through email. With remote work, the need for your
customers and business partners to easily send you sensitive emails and files has
never been greater. For businesses of all sizes, securing email communications

is a challenge because of the ever-increasing threats via email. Also, regulatory
requirements such as HIPAA, Sarbanes Oxley and GBLA mandate that sensitive
and confidential data be protected because if it falls into the wrong hands it could
result in reputational damage as well as huge financial loss due to fines from which
businesses could possibly never recover.

In addition to data protection, businesses must keep an eye on data loss prevention
(DLP) as well. The increase in the number of remote workers since the pandemic
has led to an increase in data loss via email as well. According to Tessian, State of
DLP 2020 (includes U.S. and the U.K.) survey, 84% of IT leaders said that remote
works makes DLP more challenging. In summary, organizations need a solution
that is easy to use, will secure email communications and prevent data leakage of
sensitive information.

Solution: Advanced Email Encryption (AEE) powered by Zix

AEE removes the hassle of encrypting email and gives teams the peace of mind
that sensitive data sent via email is secure. Using advanced content filters, emails
and attachments are scanned automatically and any message containing sensitive
information is encrypted for delivery. AEE increases your threat defense and
empowers everyone to communicate safely outside of your network. It automatically
encrypts or quarantines based on policies you define for any email environment

to secure your mailbox far beyond its native capabilities. Webroot Advanced Email
Encryption can also provide senders and managers insight into what caused an
email to encrypt, helping to promote awareness of your email compliance policies.
And if an unauthorized employee sends an email with sensitive content, Webroot
can quarantine the message and alert management for review.

» Webroot Data Loss Prevention (DLP) filters trigger policies for encrypting, routing,
blocking or quarantining email, work out-of-the-box and are highly customizable.

« Industry-specific policies detect information in email subject,
body and attachments

» Help customers achieve governance, risk and compliance (GRC) best practices

« Policy-builder to select the right combination of filters for your
customers’ industry

Differentiators

Default and customizable
email DLP filters included at
no additional cost

Multiple secure delivery
options to fit your encryption
needs

Graphical reporting for
compliance, delivery
methods and more

On demand and automatic
encryption for sender and
recipient

Empower external
collaboration via Secure
Compose portal

Key Benefits

Enhanced security
for business critical
communications

Enhanced security status in
regulated industries

Single management console
for multiple email security
products

Deal with a single vendor for
cyber resileince solutions



Secure Compose allows any business partner or client
outside of your organization to initiate an encrypted email into
your organization through a Secure Messaging Portal.

e Secure, bi-directional email
o User authentication for inbound email messages

o Customized drop-down list of company email addresses,
names or departments

How it Works:
Best Method of Delivery (BMOD)

The multi-layer filtering engine delivers an extraordinary
level of accuracy that reduces both false negatives (bad
emails getting in) and false positives (good emails kept out).
This reduces the time you spend managing the system and
reduces friction for users.

Your environment
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Email Mail
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Gateway
encryption
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Webroot Directory

(key lookup)

Delivery Option 1 Delivery Option 2

« Bi-directional, transparent,
securely deliver between
Zix customers

* Message level encryption
(S/MIME)

opentext" | Cybersecurity

« Policy based Transport Layer
Security (TLS) delivery

Purpose-built to enhance your resilience
against cyberattacks

OpenText Security Solutions brings together best-in-class
solutions to help your business achieve cyber resilience by
enabling you to continue your business operations even when
under attack. Together, Carbonite and Webroot can help you
prevent and protect from breaches in the first place, minimize
impact by quickly detecting and responding to a breach, then
recovering the data quickly to reduce the impact and help you
adapt and comply with changing regulatory requirements.

AEE is an integral part of our cyber resilience solutions and
improves your security posture and provides the first line of
defense by protecting and preventing the theft and leakage
of sensitive data.

Recipient’'s environment
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Secure messaging Mail Secure portal
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Delivery Option 3
» Secure Messaging Portal

e Secure delivery to any device
anywhere anytime

\RartHost“

OpenText Cybersecurity provides comprehensive security solutions for companies and partners of all sizes. From prevention, detection and response to recovery, investigation and compliance,
our unified end-to-end platform helps customers build cyber resilience via a holistic security portfolio. Powered by actionable insights from our real-time and contextual threat intelligence,
OpenText Cybersecurity customers benefit from high efficacy products, a compliant experience and simplified security to help manage business risk. DS_053123

Copyright © 2023 Open Text Corporation. All rights reserved.
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Securely share large files -
right from your email.

Email is often the preferred way of sending files, but when attachments
are too large for email, the size creates problems for senders and
receivers who rely on email to communicate quickly and easily.

Zix Email Encryption customers can eliminate this collaboration challenge by
including the Secure Large File Add-on, supercharging their email encryption
service!

Zix Secure Large File Add-on improves collaboration by allowing any
authorized user to send large attachments from their normal email program
— up to 100 GB per message - to any recipient via your custom-branded

Zix Secure Messaging Portal. By making secure large file sharing as easy as
hitting send, you make collaboration easier for users while combatting the
data security risks inherent in unsanctioned file sharing services.

@ Current Challenges:

Many file sharing systems are confusing for users and can put your data at
risk
. Unsanctioned file sharing services result in loss of control over business data
. Separate systems for secure messaging and secure file sharing hurt productivity
«  Lackof visibility into who is sending and receiving large files hinders corpo-
rate compliance
. Insufficient record keeping for file sharing undermines archiving require-
ments

@ Solution Opportunities:

Make secure, compliant sharing of large files as easy as hitting

send

. Improve user experience by leveraging your existing email platform and the
trusted Zix Secure Messaging Portal

. Deter unsanctioned file sharing services by empowering users with an intuitive
way to securely send and receive large files via email

- Take control by authorizing which users can send and receive large files

Seamlessly capture data as part of your corporate communications archive

Deliver large files to any
recipient, using your trusted
email encryption service!

Combats Shadow IT

« Improves data security and corporate
compliance by discouraging the use of
unauthorized, third-party file sharing
services

Easy as Hitting Send

« Empower employees to share large
files securely and simply, using their
everyday business email.

No New Credentials or Infrastructure

« Ease of use for recipients, who log in
using their existing Secure Messaging
Portal credentials.

No additional infrastructure to deploy
or maintain.

No Storage Quota

« Senders can send any file type up to
100 GB per message, with no storage
quotas.

Messages are retained per the existing
Secure Messaging Portal policy.

Retain Business Oversight

e Administrators can grant or revoke user
access to sending large files, via Secure
Cloud.

Sent and Received files and messages
can be captured and supervised as
part of your corporate archiving and
compliance policies.



Seamlessly integrated with your Zix

Secure Messaglng Portal Supercharge your Zix Secure

Messaging Portal!

No learning curve for your recipients, as messages sent via Secure
Large File Add-on appear exactly as any other Zix Encrypted Email in

Authorized employees attach large
your custom-branded Zix Secure Messaging Portal e g

files using Secure Large File Add-on,
up to 100 GB per message, and send
directly from their email.

Messages and large attachments are
uploaded securely to your custom Zix
Secure Messaging Portal and appear
exactly like any other Zix Encrypted
Email

Recipients receive a new message
notification just as they do with your
custom Zix Secure Messaging Portal,
prompting the recipient to sign in and
view the message.

Allow outside senders to attach large files when replying or composing

new messages to your organization. Recipients have nothing new to learn,
as the messages with large files

appear indistinguishable from any
other Zix Encrypted Email.

Recipients can download the

files securely, and they can reply
securely with their own messages
and attachments. Any message
exceeding your configured portal

size limitation will be delivered back
to your organization via the Secure
Large File Add-on, ensuring seamless
collaboration regardless of your email

All sent and received messages can be journaled to Zix Information platform message size limitations.

Archiving, ensuring your organization maintains communication
records and business oversight of all messages and files.
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Advanced Email Encryption
powered by Zix

Award-Winning Ease of Use | Access anytime, anywhere

Benefits

* Protect sensitive and confidential data + DLP filters function as a safety net for user errors
+ Convenient user experience + Multiple secure delivery options

« Zero training required » Easy to manage

+ Visibility into encrypted email for improved compliance + Reliable support

Features

Advanced email encryption is simple and convenient, making it easy for users
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Encrypt Deliver Comply
» Automatic, bi-directional + Convenient interface for + Robust compliance filters
email encryption senders and recipients and scanning
Multiple secure delivery

+ Simplified implementation + Dashboards and reports

options (BMOD)
* Policy-based email protection
and data loss prevention

* Intelligent, policy-based 0 e el EemE I EnE

management + Continuous updates
+ Automated key management

+ Simple, policy-based TLS
with secure failover

“The installation was very straightforward, and the ongoing support has been excellent.”

- Keandall White, VP/CIO, Mount Auburn Hospital

Email is the most vulnerable aspect of your business.

It's quite easy for employees to send sensitive information through email. But if you secure it, you increase your threat defense
and empower everyone to communicate safely outside of your network. Email Encryption scans the content of all your
outbound emails. It automatically encrypts or quarantines based on policies you define for any email environment to secure
your mailbox far beyond its native capabilities. Webroot can also provide senders and managers insight into what caused an
email to encrypt, helping to promote awareness of your email compliance policies. And if an unauthorized employee sends an
email with sensitive content, Webroot can quarantine the message and alert management for review.



With remote work, the need for your customers and
business partners to easily send you sensitive email and
files via email has never been greater. Webroot provides an
effective and intuitive way for users outside of your network
to proactively send a secure message directly to members
of your organization at any time. Whether the message was
sent as a newly encrypted email or an encrypted reply, your
employees would receive a standard email with no extra
steps needed.

Why Webroot?

Simply put, ease of use and industry-leading protection.
Advanced Email Encryption removes the hassle of encrypting
email and gives teams the peace of mind that sensitive data
sent via email is secure. Using advanced content filters,
emails and attachments are scanned automatically and any
message containing sensitive information is encrypted for
delivery. As an integral part of Secure Cloud, Advanced Email
Encryption works seamlessly with other services. Together,

Largest Encryption Network in the World: 100% of emails
between Webroot members travel over a secure network—
including between customers and partners.

Transparent Gateway Encryption: No extra steps or
passwords for senders or recipients.

Gold Standard in Email Encryption: 20+ years’ experience
encrypting emails for some of the most sensitive institutions
in healthcare, finance and government.

Administrator and Partner Portal: Easy to provision and
manage users.

Customer-Branded Recipient Portal: Full email experience
and highly customizable.

Empowers Safe Collaboration: Customers and business
partners can proactively send secure messages and
attachments at no extra cost, using your customer-branded
secure messaging portal.

they form a fully integrated platform that allows partners
and customers to create a secure, modern workplace.

Why Webroot Encryption is Different €C CARBONITE + \" WEBROOT

Seamless Encryption Tool: Significantly lowers the —— opentext- Security Solutions —
chance of user error and increases awareness of sensitive

information inside emails and attachments.

Best method of
Delivery (BMOD)
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About Carbonite and Webroot
Carbonite and Webroot, OpenText companies, harness the cloud and artificial intelligence to provide .

comprehensive cyber resilience solutions for businesses, individuals, and managed service providers. ™
Cyber resilience means being able to stay up and running, even in the face of cyberattacks and data artHost
loss. That's why we've combined forces to provide endpoint protection, network protection, security “

awareness training, and data backup and disaster recovery solutions, as well as threat intelligence
services used by market leading technology providers worldwide. Leveraging the power of machine
learning to protect millions of businesses and individuals, we secure the co_rmegted world. Carbc_:r_me and &~ emai |-enc ry pt ion@ karthost.com
Webroot operate globally across North America, Europe, Australia, and Asia. Discover cyber resilience at

carbonite.com and webroot.com. cmia

i#&i Appointment Calendar

©2022 OpenText. Allrights reserved. OpenText, Carbonite, and Webrootare each trademarks of OpenText
or its subsidiaries. All other trademarks are the properties of their respective owners. DS _052322 \. 832-220-0040
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